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Aurora WEB Server

This installation guide reviews the pre-configuration requirements, installation procedures, registration
instructions and specifications for the Aurora WEB Server application.

Important

You must have Aurora version 1.0.9.5 or higher for the Aurora WEB client. The Aurora WEB Server serial number
is on the card enclosed with the Additional Modules box.

Aurora WEB Installation Overview

The Aurora WEB Server application gives you the added option of establishing remote WEB Clients using the
Internet or a corporate intranet. In order to function, the Aurora WEB Server must be configured as a WEB
server in one of the compatible Windows operating systems. The diagram below provides a basic overview of
the Aurora WEB Server installation configuration. Be sure to review the Mandatory Pre-Installation
Requirements and the Windows Pre-Installation Requirements before installing the Aurora WEB Server
application. The devices used for remote clients only require a compatible browser installed and valid
connection to the server where the Aurora WEB Server application is installed.

Server with Aurora WEB Server application must
have a local network connection if installed at
server location other than where the Aurora
database and communication service are installed.

Aurora WEB Server application

installed on server configured with:

- Windows Internet Information
Services (IIS)

- .NET Framework 4.0

- ASP.NET 4.0 or higher

Keyscan recommends that the Aurora WEB
Server application is installed on a separate
server from all other Aurora software
applications.

Aurora database &
communication service

You may require the assistance
of an IT administrator to
configure the settings above.

WEB or Intranet
(TCP/IP)

The number of concurrent remote Aurora WEB
clients is based on the Aurora Client license.

/‘ Remote  Aurora clients and remote Aurora WEB clients are
both considered as concurrent clients when

/ Client running.

W http:j/ ¢ !
Remote Client User enters:
B Add B
rowser ress bar http://Computer Name/AuroraWeb
of PC/server with Aurora WEB Server application.
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Mandatory Pre-Installation Requirements

Before you begin to install the Aurora WEB Server application, ensure that you are aware of the following pre-
installation requirements. The server that you are installing the AUR-WEB application on must be configured as
a Microsoft WEB Server as outlined below.

e Aurora must be installed, registered, and running, before you can install the AUR-WEB application.

e Ensure that you have the necessary Windows® network and user privileges to install software. Consult
with the IT department.

e In addition to the Aurora Media Folder (containing the Aurora Installation Files), you may require your MS
Windows Media Image depending on whether the following required components are installed on the
server where you are installing the AUR-WEB application to configure it as a Microsoft WEB Server:

e Internet Information Services (IIS) component (MS Windows Media Image)

e IS requires enabling Add Roles and Add WEB Server in Windows Server 2008
e Verify that Static Content is enabled in the Common HTTP Features folder from the Turn On/Off
Windows Features screen

e .NET Framework 4.0 (Aurora Media Folder)

e ASP.NET 4.0 or higher depending on OS (MS Windows Media Image or www.microsoft.com)
e Ensure that firewalls are configured to allow remote Client connectivity

e We recommend using lIS with SSL certification

See the following pages for a summary on how to configure these components/settings in the supported
Windows operating systems.

Windows Pre-Installation Configuration Guidelines

Outlined below is a summary of installing the following three required components in the supported Windows
operating systems to configure the PC/server as a Windows WEB Server.

e Configure IIS to use ASP.NET

e Install ASP.NET

Refer to your respective Windows operating system on enabling or configuring the required components listed

above. In some cases, you may require your Windows CD.

Windows Server 2008 R2

Install IS Metabase
(Server 2008 is bundled with 1IS 7)

Start > All Programs > Administration Tools > select Server Manager.
Select Roles > Add Roles.

Select Web Server (lIS) > Add Request Feature > Next > Select Role Services > expand Application
Development.

Check ASP.NET and select Add Required Role Services (.NET Extensibility, ISPAPI Extensions and ISAPI Filters are
automatically selected. Leave selected).

Management Tools Section > IS 6 Management Compatibility.
Select IIS Metabase Compatibility.
Click Install after verifying ASP.NET & IS 6 Management Compatibility are selected.
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Configure IIS to use ASP.NET
1. Start > All Programs > Administration Tools > Server Manager.
2. Roles tree > Web Server (lIS) tree> select Internet Information Services (lIS) Manager.

3. Highlight tree with computer's name, double click ISAPI and CGI Restrictions. If ASP.NET v2.0.50727 is not
allowed, double click on it and in the Edit ISPAI and CIG Restrictions window, select "Allow extension path
to execute” and then click OK.

4. Click on tree with the computer name and click Restart to configure for ASP.NET v2.0.50727.

Open support browser and type http://localhost. If the default Welcome to IIS 7 page opens, you are ready to
install the Aurora WEB Server application outlined on page 15. If page does not open, review the above and
ensure settings are correct.

Windows 7

Install lIS Metabase
(7 bundled with IS 7)

1. Control Panel > Programs > Turn Windows features on or off.
2. Internet Information Service > select IIS Management Console.

3. Web Management Tools > IIS 6 Management Compatibility > select IIS Metabase and IIS Configuration
Compatibility.

4, World Wide Web Services > Application Development Features > select ASP.NET (.NET Extensibility, ISPAPI
Extensions and ISAPI Filters are automatically selected. Leave selected.).
Configure IIS to Use ASP.NET

1. Control Panel > System and Security > Administrative Tools > Internet Information Services Manager >
select in IIS Manager Applications Pools.

2. Double click Classic.Net AppPool and select .NET Framework and verify v2.0.50727—if not listed, verify
settings above.

3. InlIS Manager, click on the computer name in the Connections pane on the left hand side, Restart the
Actions pane.

Open the browser and type http://localhost. If the default Welcome to IIS page opens, you are ready to
install the Aurora WEB Server application outlined on page 15. If page does not open, review settings.
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Windows Server 2012

Open Server Manager.

—

Click "Add roles and features" and then click the "next" button in the "Add Roles and Features Wizard".
Select "Role-based or feature-based installation” and then click the "Next" button.

Select the server to install IIS on and click the "Next" button.

o & un

Check "Web Server (lIS)" and then click "Add Features" to include the IS Management Console”
component and then click the “Next" button.

6. Expand the “.NET Framework 4.5 Features" tree and ensure that the “.NET Framework 4.5", "ASP.NET 4.5"
are selected and click the "Next" button.

Click the “Next" button on the screen that informs you about what a Web Server does.

8. Ensure the following checkboxes are selected (they are by default) and then click the “Next" button.

= Add Roles and Features Wizard -|a

Select role services DESTINATION sERVER

WIN-PSTEPV2ELOM

Before Select the role services to install for Web Server (IIS)

Installation Ty Role services Description

4 ~]i  Web Server provides support for HTML Web sites and optional suppert
4 [/ Common HITP Features for ASPINET, ASP, and Web server extensions. You can use the Web Server
to host an intemal or external Web site or to provide an environment for
Default Document developers to create Web-based applications.
Directory Browsing

HTTP Errors

Static Content

[] HTTP Redirection

] WebDAV Publishing
a Health and Diagnastics

HTTP Logging

[ Custom Logging

[ Logging Teols
[] ODBC Logging
[ Request Monitor
[] Tracing
a Performance
Static Content Compression
[ Dynamic Content Compression
4 Security
Request Filtering
[ Basic Authentication
[ Centralized SSL Certificate Support
[ Client Certificate Mapping Authentication
[ Digest Authentication
[ 11S Client Certificate Mapping Authentication
[ 1P and Domain Restrictions
[ URL Authorization
[ Windows Authentication
[ Application Development
4[] FIP Server
[ FTP Service
[ FTP Extensibility
[ 11S Hostable Web Core
Management Tools
IS Management Console v

S
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9. Click the "Install” button on the review screen to install IS and ASP.NET 4.5.

= Add Roles and Features Wizard -|a

DESTINATION SERVER

Confirm installation selections WiN-psTSEVZBLOM

To install the following roles, role services, or features on selected server, click Install,

[ Restart the destination server if required

Optional features (such as administration tools) might be displayed on this page because they have been selected automatically. If you do not want to install these optional features, click Previous to
clear their check boxes.

NET Framework 4.5 Features
ASPNET45

Web Server (115)
Management Tools

1IS Management Cansole
Web Server
Commen HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content
Health and Diagnostics
HTTP Logging
Performance
Static Content Compression
Security
Request Filtering

Export configuration settings
Specify an alternate source path

Once the installation has finished, click the "Close" button.

Configure IIS with ASP.NET on Server 2012

After you have installed 1IS and ASP.NET 4.5, which is outlined in the above instructions, you will have to
configure the Web Server use ASP.NET.

1. Open Server Manager.

2. Click "Add roles and features" and then click the "next" button in the "Add Roles and Features Wizard".
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3. Click "Server Roles", expand the “"Application Development” tree, select ASP.NET 4.5., then click "Add
Features” to include the required “ISAPI Extensions”, “ISAPI Filters” and “.NET Extensibility 4.5" components.

= Add Roles and Features Wizard == =
- DESTINATION SERVER
Select server roles wivpsTsPYZBLQM
x
Select ane or more roles to install on the selected server.
Roles Deseription
~]  ASP.NET provides a server side object oriented programming environment

for building Web sites and Web applications using managed code.
ASP.NET 45 is not simply a new version of ASP. Having been entirely re-
architected to provide a highly productive programming experience based
on the .NET Framework, ASP.NET provides a robust infrastructure for

Add Roles and Features Wizard . building web applications.

es (Installed)

Server Roles

Add features that are required for ASP.NET 4.57

You cannot install ASPINET 4.5 unless the following role services or
features are also installed
4 Web Server (II5)
4 Web Server
4 Application Development
1SAP| Extensions
ISAPI Filters
NET Extensibility 4.5

Include management tools (i applicable)

z it
[T v % |

Your screen should have the following items checked

s Add Roles and Features Wizard = |a

DESTINATION SERVER.

Select server roles WiN-psTsBvIBLOM

Select one or more roles to install on the selected server.

Roles Description
, ~ ommon eatures supports basic unctionality, such as
Fax Server C HTTP Feat rts basic HTTP functional h
. B delivering standard file formats and configuring custom server properties.
L “ led) Use Common HTTP Features to create custom error messages, to
[ Hyper-v configure how the server responds to requests that do not specify a
ocument, or to automatically redirect some requests to a different
Network Policy and Access Services d fically redi q diffe
location.

[ Print and Document Services
[ Remote Access

[] Remote Desktop Services
[ Volume Activation Services

ommon HTTP Features {Installed

b
b
b
b ty
4 Application Development
[ .NET Extensibility 3.5
\NET Extensibility 4.5
[ Application Initislization
O Asp
[ ASPNET25
ASPNET45
O cal
ISAPI Extensions
ISAPI Filters
[ Server Side Includes
[] WebSocket Protocol
b [ FIP Server
[] 1S Hostable Web Core

[ Windows Deployment Services

[ Windows Server Update Services

< Previous Install Cancel

4. Click "Confirmation" and then click the “Install” button to configure IIS with ASP.NET 4.5
5. Once the installation process has completed click the Close button

6. Open a web browser and navigate to http://localhost/ to ensure that IIS is installed correctly
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http://localhost/

@ hitp://localhost/ P~ B & | & Microsoft Internet Informat... %

£7 Windows Server
Internet Information Services 8.0

microsoft.com/web
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Windows 8

Installing the IIS, ASP.NET 4.5 and the.NET Framework 4.5

Windows 8 packaged with IIS 8. The following describes the steps you must take to install IS 8 and configure
it correctly on Windows 8 in order for the Aurora Web software to install and work correctly.

Installing the IIS, ASP.NET 4.5 and the .NET 4.5 Framework on Windows 8

1. From the Start page, click the Desktop tile

2. Open Windows Explorer (by pressing the Windows Key + the "E" key), select Desktop in the left window
pane and click Control Panel

3. In Control Panel click Programs and Features and then choose Turn Windows features on or off

4. Put a black box in the Internet Information Services checkbox and then Expand the Internet Information
Services tree

il Windows Features = =

Turn Windows features on or off @

To turn a feature on, select its check box. To turn a feature off, clearits
check box. Afilled box means that only part of the feature is turned on.

[] /. .NET Framework 3.5 (includes .NET 2.0 and 3.0) -
= [m] | MET Framework 4.5 Advanced Services
| ASP.NET 45
[=] || WCF Services
, Active Directory Lightweight Directory Services
. Hyper-V
. Internet Explorer 10

i Internet Information Services

. Internet Information Services Hostable Web Core

2] 2]

RONOOROERDOO

. Media Features
. Microsoft Message Queue (MSMQ) Server
Metwork Projection
J Print and Document Services
. RAS Connection Manager Administration Kit (CMAK)
. Remote Differential Corpression AP| Support v

Cancel

E =

=
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5. Put a black box in the Web Management Tools and the World Wide Web Services checkboxes.

6. Expand the Web Management Tools tree and place a checkmark in the IIS Management Console

checkbox.

Expand the World Wide Web Services tree and the Application Development Features tree.

Turn Windows features on or off @

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

[ 1. .NET Framewaork 3.5 (includes .NET 2.0 and 3.0) A
= [=] 10 NET Framework 4.5 Advanced Services
[V] | ASP.NET 4.5
[®] | WCF Services
[[] 1. Active Directary Lightweight Directory Services
L0 Hyper-v

| Internet Explorer 10
= E

[C] 1) FTP Server

[=] || Web Management Tools

[®] | World Wide Web Services

[[] 1} Internet Information Services Hostable Web Core
. Media Features
[] 1. Microsoft Message Cueue (MSMQ) Server

[[] 1) Network Projection

Turn Windows features on or off @

To turn a feature on, select its check box. To turn a feature off, clear
its check box. A filled box means that only part of the feature is
turned on.

O 1 MNET Framework 3.5 (includes \NET 2.0 and 3.0)
=R0] 1 MNET Framework 4.5 Advanced Services
|| ASP.NET 45
[=] 1) WCF Services
[[] | Active Directory Lightweight Directory Services
L1 Hyper-v
| Internet Explorer 10
W Internet Information Services
[ FTP Server
= =] | Web Management Tools
O 1. 15 6 Management Compatibility
¥ 115 Management Console
O 1 IS Management Scripts and Tools
[ ) IS Management Service
[=] 1 World Wide Web 5ervices
. Internet Information Services Hostable Web Core
, Media Features
, Microsoft Message Queue (MSMQ) Server
. Metwork Projection
, Print and Document Services
. RAS Connection Manager Administration Kit (CMALK)

, Remote Differential Compression AP| Support

NN L

QK

Place a checkmark in the .NET Extensibility 4.5 checkbox. This will automatically put black squares in the .NET

Framework 4.5 Advanced Services and the Security checkboxes. These are required: do not uncheck these

checkboxes.
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Place a checkbox in the ASP.NET 4.5 checkbox. This will automatically add checks to the ISAPI Extensions, the
ISAPI Filters, the Request Filtering (located under the Security tree) and the Default Document (located under

the Common HTTP Features tree) checkboxes. These are required: do not uncheck them.

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off,
clear its check box. A filled box means that enly part of the feature
is turned on.

[] ) \NET Framewerk 3.5 (includes .NET 2.0 and 3.0)
= [=] 1 MET Framework 4.5 Advanced Services
[#] |, ASP.NET 45
[w] | WCF Services
| | Active Directory Lightweight Directory Services
] Hyper-v
| Internet Explorer 10
= [=] | Internet Information Services
O |, FTP Server
= = | Web Management Tools
[] | Is 6 Management Compatibility
1 115 Management Console
[[] ) 15 Management Scripts and Tools
[] ) s Management Service
=10 1) World Wide Web Services
=00 |1 Application Development Features
[[] ) \NET Extensibility 3.5
1 MET Extensibility 4.5
| Application Initializatien
| ASP
, ASP.MET 3.5
i
[ cal
| ISAPI Extensions
J ISAPI Filters
. Server-Side Includes
. WebSocket Protocol
|E| N Common HTTP Features
[=] || Health and Diagnostics
[=] | Performance Features
[=] | Security
D ¥ Internet Information Services Hostable Web Core
1) Media Features

oK | | Cancel

Expand the Common HTTP Features tree and ensure that the following are checked: a) Default Document b)
Directory Browsing c¢) HTTP Errors d) Static Content.

Expand the Health and Diagnostics tree and ensure that HTTP Logging is checked.

Expand the Security tree and ensure that Request Filtering is checked.
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12



The following screen shows all necessary settings that must be selected to install IIS, the

and ASP.NET 4.5.

Click the OK button to install the web server components required by Aurora Web.

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear
its check box. A filled box means that only part of the feature is
turned on.

= =] .. NET Framework 4.5 Advanced Services
| ASP.NET 4.5
[=] || WCF Services
[[] . Active Directory Lightweight Directory Services
[ Hyper-v
. Internet Explorer 10
= = . Internet Information Services
O . FTP Server
= [=] || Web Management Tools
[] 1. 1156 Management Compatibility
. 115 Management Censcle
[1 1. IsManagement Scripts and Tools
[] 1. IS Management Service
= = . World Wide Web Services
= [w] | Application Development Features
[1 1. .MET Extensibility 3.5
. WNET Extensibility 4.3
[[] 1. Application Initialization
1) Ase
[1 ), ASP.MET 3.5
)
). cal
.. ISAPI Extensions
.. ISAPI Filters
[[] 1. Server-Side Includes
O | Web5ocket Protocol
. Common HTTP Features
| Default Document
|, Directory Browsing
. HTTP Errors
O . HTTP Redirection
| Static Content
[[] |, WebDAV Publishing
. Health and Diagnostics
[1. Custom Logging
. HTTP Logging
[] 1. Logging Tools
O ., ODBC Logging
O .. Request Menitor
[ Tracing
[=] |. Performance Features
= [=] . Security
| Basic Authentication
) Centralized 55L Certificate Support
; Client Certificate Mapping Authentication
. Digest Authentication
J 15 Client Certificate Mapping Authentication
J IP Security
. Request Filtering

1KOoOoOoOodd

oK ‘ | Cancel

NET Framework 4.5

8. If prompted by Windows that your PC needs to reboot to finish making the changes, click the Restart Now

button

9. Once the computer is finished rebooting open a web browser and type http://localhost/ into the address

bar.

10. If you are using Internet Explorer, you may see a message asking you to turn on Intranet settings. If so,
click “Turn on Intranet settings” to continue.

11. Click Yes if you see the following prompt.
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http://localhost/

@ httpy//localhost/

R~ B2 || @ ocalhost

Internet Explorer

I Iniranet settings use|Jess secure level than the Intemet.
%/ youonly go to Inteméf websites, you should not tum on
intranet seftings

Are you sure you wart to tum on infranet-evel security

seings?

You should now see the default [IS8 welcome page:

@ hipylocainost

£+ 2 & | @ Microsoft Intemet Informat... *

ki
(o E

——

microsoft.com/web

If you see the above screen, go to Install the Aurora WEB Server on a Microsoft WEB Server.
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Windows 10

This section provides an overview of the pre-configuration requirements for the Aurora Web application to run

on Windows 10. It covers how to install IS8 and the required ASP.NET components that are needed for the

Aurora Web application to function properly.

Installing the required IS8 and ASP.NET components on Windows 10:

1. Open the Control Panel and select "Programs and Features."

[EE All Control Panel ltems

A [EE » Control Panel > All Control Panel ltems »

Adjust your computer's settings

Administrative Tools @ AutoPlay

% BitLocker Drive Encryption ﬂ Color Management

Date and Time @ Default Programs
‘gr.,ﬂ Devices and Printers Q Display
) File Explorer Options & File History
A Fonts " HomeGroup

~1 Internet Options Keyboard

—
J Mouse gi'
&7, Phone and Modem "[ Power Options
] P
o ]

@ Recovery

'% Security and Maintenance 'L 9 sound
\ <

Network and Sharing
Center

Region

- ] hs

v|®  Search Control Panel ¥

Viewby: Largeicons ¥

af}g Backup and Restore
€ (Windows 7)

'@T‘\ Credential Manager

é‘ Device Manager

) Ease of Access Center

Flash Player (32-bit)
@ Indexing Options
)

ﬁ? Language

E‘ Personalization

f,T Programs and Features

RemoteApp and | Programs and Features
E%b C i Uninstall or change prograr
onnections computer.

[Uj Speech Recognition
7

2. Select "Turn Windows features on or off" on the left-hand side of the screen.

[l Programs and Features

Control Panel Home 3
Uninstall or change a program

& Tun Windows festures on or

off Organize ~

Name

[ Oracle VM VirtualBox Guest Additions 5.1.8

3. Select the .NET Framework 3.5 checkbox.

« © 4 [ > ControlPanel » All Control Panel ltems » Programs and Features

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

- () X

v B | Search Programs and Features @

Publisher Installed On  Size
Oracle Corporation 2016-11-09

[E Windows Features

Turn Windows features on or off

Embedded Logon

(=]

O

[] | Embedded Boot Experience
O

1 | Embedded Shell Launcher

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

@] | .MET Framewark 3.5 (includes .MET 2.0 and 2.0) o
.NET Framework 4.6 Advanced Services
Active Directory Lightweight Directory Services

4. Expand and select the following Internet Information Services (IIS):

e Web Management Tools
o IIS Management Console
e World Wide Web Services

Aurora WEB Server Installation & Registration - Document # KD50016-E-0724
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e Application Development Features

o ASP.NET 4.6 (and leave all other items automatically selected)

o ASP.NET 3.5 (and leave all other items automatically selected)

e Common HTTP Features
o Static Content

e Performance Features

o Static Content Compression

e Expand Security

o Basic Authentication

When complete, check the picture below to ensure that your setup matches what is shown:

[l Windows Features - m]

Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that enly part of the feature is turned on.

m [ | 1IS&Management Compatibility
115 Management Console
[ | 115 Management Scripts and Tools
[ | IS Management Service
= @ | World Wide Web Services
= @] | Application Development Features
.NET Extensibility 3.5
MET Extensibility 4.6
[0 | Application Initialization
O | asp
ASP.MET 3.5
ASP.NET 4.6
O cal
ISAPI Extensions
ISAP! Filters
[0 | Server-Side Includes
[0 | WebSocket Protocel
= @] | Common HTTP Features
Default Document
[ | Directory Browsing
| | HTTP Errors
O HTTP Redirection
Static Content
[0 WebDAV Publishing
= [ | Healthand Diagnostics
[ | Custom Logging
[ | HTTP Logging
[ | Logging Tools
[ | ODBC Logging
O Request Monitor
O Tracing
= @ | Performance Features
[1 | Dynamic Content Compression
Static Content Compression
= @ Security
Basic Authentication
[1 | Centralized SSL Certificate Support
[1 | Client Certificate Mapping Authentication
[0 | Digest Authentication
[1 | 11s Client Certificate Mapping Authentication
[ | 1P Security
Request Filtering
1L 1R &ithnrization
< >
Cancel

x

A

]

Select the OK button to install the selected items. At this point, you may see a message stating that you need

to get the features from the web. Select Yes to complete the installation.
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Windows Features

Downloading required files

Cancel

Once the installation is complete, you will have to reboot the computer to ensure the changes are
properly applied. After rebooting, the computer is properly configured for the Aurora Web application to
run.
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Windows Server 2016

This section provides an overview of the pre-configuration requirements for the Aurora Web application to run
on Windows Server 2016. It covers how to install IS8 and the required ASP.NET components that are needed
for the Aurora Web application to function properly.

Installing the required IS8 and ASP.NET components on Windows Server 2016:

1. Open the Server Manager and select "Add roles and features.”

fE Server Manager - x

Server Manager * Dashboard

v(@)l @ e i

T8 Dashboard WELCOME TO SERVER MANAGER

B Local Server

i Allservers
m a Configure this local server
W§ File and Storage Services b 7
fo s QUICK START
2 Add roles and features
3 Add other servers to manage
WHAT'S NEW o
4 Create a r group
5 Connect this sel to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles:2 | Server gr s
- File and Storage - =
L] 1 s 1 B All Servers
¥ Services e -
@® Manageability @® Manageability ® Manageability @® Manageability
Events Events Events Events
Performance Services Bl sevices Services
BPA results Performance Performance Performance
BPA results BPA results BPA results
2016-11-09.4:48 PM 2016-11-09 448 PM

2. If you see the "Before you begin” page, select the Next button.

Fﬁ Add Roles and Features Wizard

Before you begin

Before You Begin

- ] X

DESTINATION SERVER
WIN-KNUIQ10GKSE

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

] Skip this page by default

Install Cancel

3. On the "Select installation type" screen, select “"Role-based or feature-based installation,” then select the

Next button.
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4.

5.

= Add Roles and Features Wizard — O x

DESTINATIOM SERVER

Select installation type WIN-KNUIQDGKSE

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

(®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or sessicn-based desktop deployment.

Install Cancel

In the "Select destination server” screen, select your current computer/server and select the Next button.

= Add Roles and Features Wizard — O x
Select destination server et

Before You Begin Select a server or a virtual hard disk on which to install roles and features,

Installation T ®) Select a server from the server pool

() Select a virtual hard disk

Server Roles Server Pool
Features
Filter: |
Name IP Address Operating System

WIN-KNUIQT10GKSE 160.254.133.228  Microsoft Windows Server 2016 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

< Previous Install Cancel

Expand and select the following Web Server Internet Information Services (lIS):
Web Server

o

o

o

o

Common HTTP Features

= Static Content
Performance

= Static Content Compression
Security

* Basic Authentication
Application Development

= ASP.NET 4.6 (and leave all other items automatically selected)
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= ASP.NET 3.5 (and leave all other items automatically selected)
e Management Tools
o IIS Management Console

When complete, check the picture below to ensure that your setup matches what is shown:

= Add Roles and Features Wizard — O *
DESTINATICN SERVER
Select server roles WIN-KNUIQ10GKE

Before You Begin Select one or more roles to install on the selected server,

Installztion Ty Roles Description

Performance provides infrastructure for
output caching by integrating the dynamic
output-caching capabilities of ASP.NET
with the static output-caching capabilities
that were present in lIS 6.0. IS also lets
you use bandwidth more effectively and
efficiently by using commeon compression
mechanisms such as Gzip and Deflate.

4 [m] Web Server (IIS) (15 of 43 installed)
4 W] Web Server (14 of 34 installed)

4 [W] Common HTTP Features (4 of 6 installed)
| Default Document (Installed)
| Directory Browsing (Installed)
| HTTP Errors (Installed)
+f| Static Content {Installed)
[] HTTP Redirection
[ WebDAV Publishing

4 [W] Health and Diagnostics (1 of @ installed)
+| HTTP Logging (Installed)
[ Custom Logging
[] Logging Tools
[] ODEC Logging
(] Request Moniter

1 Tracing
o
| Static Content Compressicn (Installed)
[] Dynamic Content Compression
4 [W] Security (2 of 9 installed)
+| Request Filtering (Installed)
+| Basic Authentication (Installed)
[[] Centralized SSL Certificate Support
[[] Client Certificate Mapping Authentication
[ Digest Authenticaticn
[T1 1S Client Certificate Mapping Authentication
[ 1P and Damain Restrictions
[] URL Autharization
[ Windows Authentication
4 (m] Application Development (6 of 11 installed)
| .NET Extensibility 3.5 {Installed)
| .NET Extensibility 4.6 (Installed)
[ Application Initialization
[ ase
| ASP.NET 3.5 (Installed)
~| ASP.NET 4.6 (Installed)
O ca
+| ISAPI Extensions (Installed)
| ISAPI Filters (Installed)
[ Server Side Includes
[] WebSocket Protocol
b [] FIP Server
a (m] Management Tools (1 of 7 installed)
+| lIS Management Console (Installed)
v [71 IS 6 Management Compatibility

Install Cancel

Select the Next button to continue.

6. On the "Select features” screen, ensure the ".NET Framework 3.5 Features" are selected and the ".NET
Framework 4.6 Features" are also checked. The items checked should be as follows:
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Fﬁ Add Roles and Features Wizard

Select features

Befors You Bagin

Installation Type

Features

4 [m] NET Framework 3.5 Features (1 of 3 installed)
| .NET Framework 3.5 (includes .NET 2.0 and 3.0}
[] HTTP Activation
[] Mon-HTTP Activation
4 W] NET Framework 4.6 Features (3 of 7 installed)
+| .NET Framework 4.6 (Installed)
+| ASP.NET 4.6 (Installed)
4 [m]
[] HTTP Activation
[ Message Queuing (MSMQ) Activation
[ Named Pipe Activation
[] TCP Activation
+| TCP Port Sharing (Installed)
[[1 Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[] BitLocker Netwark Unlock
[] BranchCache
[ Client for NFS
[] Containers
[[] Data Center Bridging
[] Direct Play
[[] Enhanced Storage
[] Failover Clustering
[[] Group Policy Management
[] 140 Quality of Service
[ 115 Hostable Web Core
[] Internet Printing Client
[] IP Address Management (IPAM) Server
[] iSNS Server service
[] LPR Port Monitor
[ Management OData |15 Extension
[] Media Foundation
[[] Message Queuing
[1 Multipath 170
[] MultiPoint Connector
[1 Network Load Balancing
[] Peer Mame Resolution Protocol
[] Quality Windows Audio Video Experience
[[] RAS Connection Manager Administration Kit (CM£
[] Remote Assistance
[] Remote Differential Compression
—- - i b,

- O X

DESTINATION SERVER
WIN-KNUIQ10GKEE

Select one or more features to install on the selected server,

Description

‘Windows Communication
Foundation (WCF) Activation uses
Windows Process Activation Service
to invoke applications remotely over
the network by using protocels such
as HTTP, Message Queuing, TCP,
and named pipes, Consequently,
applications can start and stop
dynamically in response to incoming
work items, resulting in application
hosting that is more robust,
manageable, and efficient.

MNext > Install Cancel

Select the Next button to continue.

8. On the Confirm Installation Selections screen, review the items you are about to install and then select

the Install button.

9. Once the installation is complete, select the Close button and reboot the computer to ensure the changes
are applied properly. After the reboot, the computer is configured properly for the Aurora Web application

to run.
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Windows Server 2019

This section provides an overview of the pre-configuration requirements for the Aurora Web application to run
on Windows Server 2019. It covers how to install 11IS10 and the required ASP.NET components that are needed
for the Aurora Web application to function properly.

Installing the required [1IS10 and ASP.NET components on Windows Server 2019:

1. Go to the Control Panel.

Control Panjy

2. Inthe Control Panel, select "Programs and Features”.

[:i' Programs and Features

3. Under "Programs and Features”, select “Turn Windows features on or off". This will open the Server
Manager.

ol Programs and Features

« “ 4 [ » Control Panel > All Control Panel ltems » Programs and Features ~ O Search Programs and Features 0O

Control Panel Home i

Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
O Turn Windows features on or
i Organize ~ =~ @

Mame Puhlish InstalledQn  ~
4. Using the Server Manager's "Add Roles and Features Wizard", click the “Next" button to advance past the
“Before you begin" page.

=

B Add Roles and Features Wizard - o X

| [' Manage Tools  View  Help

DESTINATION SERVER

|| Before you begin snGhmsAVR0T9
ii

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

Before You Begin

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again,

To continue, click Next

R M
< Previous Rext > nsta Cancel Inageabilwty

Hide

Events a-enls Events

Performance Services n Services

BPA results Performance Performance
BPA results BPA results

7/8/2024 11:45 AM

ii All Servers 1
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5. On the "Installation Type" page, select "Role-based or feature-based installation”, then click the “Next”

button to advance to the "Server Selection” step.

E Add Roles and Features Wizard = O X
Select installation type T ownsvaTs

Befor

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Next > Install Cancel

6. On the "Server Selection” page, select "Select a server from the server pool” and select the server you are

working with, then click the “Next" button to advance to the “Server Roles" step.

% Add Roles and Features Wizard

Before You Begin
Installation Type
Server Selection
Server Roles

Features

Select destination server ENGWINSRY21S

DESTINATION SERVER

Select a server or a virtual hard disk on which to install roles and features.

@) Selact a server from the server pool
) Select a virtual hard disk

Server Pool

Filter: | |

Name IP Address Operating System

T Microsoft Windows Server 2019 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.
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7. On the "Server Roles" page, do the following:
a. In the list of Roles, click to expand the "Web Server (1IS)" tree and the "Web Server" sub-tree.

b. Click to expand the "Common HTTP Features" and ensure that “Default Document”, “Directory
Browsing", "HTTP Errors”, and “Static Content” are all selected.

Roles

[ Print and Document Services
[] Remote Access
[] Remote Desktop Services
[] Violume Activation Services
4 [W] Web Server (IIS) (8 of 43 installed)
4 [W] Web Server (7 of 34 installed)

4 (W] Common HTTP Features (4 of & installed)
| Default Document (Installed)
| Directory Browsing (Installed)
/| HTTP Errors (Installed)
| Static Content (Installed)

[] HTTP Redirection
[] WebDAV Publishing

c. Click to expand the "Application Development” tree, then select “.NET Extensibility 3.5".

d. In the pop-up window, ensure that “Include management tools (if applicable)" is selected off, then
click the "Add Features” button.

|5}
Select server roles oS
x

Select one or more roles to install on the selected server.

Roles Description

NET extensibility allows managed code developers to change, add and
extend web server functionality in the entire request pipeline, the
configuration, and the UL Developers can use the familiar ASP.NET
extensibility model and rich NET APls to build Web server features that
are just a5 powerful as those written using the native C++ APls

Print and Document Services
Remote Access
Remote Desktop Services
Volume Activation Services
(B Web Server (I5) (8 of 43 installe 1)
4 B Web Server (7 of 34 installed]
4 M Common HTTP Features | Ad features that are required for NET Extensibility
' Default Document (In{ 357
| Directory Browsing (i1 r
& HTTP Errors (Installed]
o~ Static Content (Instally  You cannot install NET Extensibility 3.5 unless the following role
HTTP Rediraction services or features are also installed.
WebDAV Publishing
4 (W Health and Diagnostics (1
»| HTTP Logging (Instally

Server Roles

Add Roles and Features Wizard x

4 NET Framework 3.5 Features
NET Framework 3.5 (includes .NET 2.0 and 3.0)

4 NET Framework 4.7 Features

Custom Logging 4
Logging Tools ASPNET 4.7
ODBC Logging 4 Web Server {IIS)
Request Monitor 4 Web Server
Tracing Application Development

4 |m performance (1 of 2 instal
o+ Static Content Compr|

Dynamic Content Con
Security (1 of @ installed)

4 [ Application Development
M' B include management tools (if applicable)

NET Extensibility 4.7

Application Initislizati{
ASP %

ASPMET 3.3
ASP.NET 4.7 = —
cGl
ISAPI Extensions
ISAPI Filters
Server Side Includes
WebSocket Protocol
FTP Server
W Management Tools (1 of 7 installed)
Windows Deployment Services
Windows Server Update Services

e. Back in the list of Roles, select ".NET Extensibility 4.7"
f. In the list of Roles, select "ASP.NET 3.5".
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g. Inthe pop-up window, ensure that “Include management tools (if applicable)" is selected off, then
click the "Add Features” button.

loles and Featur - [m] x®
DESTINATION SERVER
Select server roles ENGWINSRY2019

X

Select one or more roles to install on the selected server.

Roles Description

ASP.NET provides a server side object oriented programming
enviranment for building Web sites and Web applications using managed
code. ASP.NET is not simply a new version of ASP. Having been entirely
re-architected to provide a highly productive programming experience
based on the .NET Framewaork, ASP.NET provides a robust infrastructure
for building web applications.

Print and Document Services
Remote Access
Remote Desktop Services
Volume Activation Services
4 [m| Web Server (IIS) (8 of 43 installed
| Web Server (7 of 34 installed]
4 W] Common HTTP Features
| Default Document (In: Add features that are required for ASP.NET 3.57
! Directory Browsing (I
| HTTP Errars (Installed]  You cannot install ASP.NET 3.5 unless the following role services or

rer Roles

[ Add Roles and Features Wizard

N

/| Static Content (Installl  features are also installed.
HTTP Rediraction
WebDAV Publishing 4 Web Server (II5)

4 W] Health and Disgnostics (1 4 Web Server

/| HTTP Logging (Install 4 Application Development
Custom Lagaing 1SAPI Filters
Logging Tools ISAPI Extensions
ODBC Logging
Request Monitor
Tracing

Performance 1 of 2 instal
| Static Content Compr]
Dynamic Content Con|
Security (1 of @ installed]
Application Development
| .NET Extensibility 2.5

| .NET Extensibility 4.7
Application Initializati
Asp

R

N
&/

Include management tools (if applicable)

ASP.NET 47
cél
ISAPI Extensions
ISAPI Filters
Server Side Includes
WebSacket Protocol
b [ ] FTP Server
I [ Management Tools (1 of 7 installed)
Windows Deployment Services
Windows Server Update Services

< Previous Next > Install

h. Backin the list of Roles, select "ASP.NET 4.7"
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i. Before proceeding, double-check that you have selected all the following Server Roles, then click the
“Next" button to advance to the “Features” step:

Roles

4 [W] Web Server (II5) (8 of 43 instalied)
4 (W] Web Server (7 of 34 installed)
4 (W] Common HTTP Features (4 of 6 installed)
| Defoult Document (installed)
| Directory Browsing (Installed)
| HTTP Errors (Installed)
| Static Content (Installed)
[] HTTP Redirection
[ WebDaV Publishing
4 W] Health and Diagnostics (1 of 6 installed)
+' HTTP Legging (Installed)
[J Custom Logging
[ Logging Tools
[] ODEBC Logging
] Request Monitor
] Tracing
4 [W] Performance (1 of 2 installed)
| Static Content Compression (Installed)
[] Dynamic Content Compression

v (W] Security (1 of 9 installed)
+ 2 e
(] NET Extensibility 3.5
[ NET Extensibility 4.7
Application Initialization
5P
| ASP.NET 3.5
] ASPNET 47
O cal
] 15API Extensions
[¥] ISAPI Filters
] Server Side Includes
] WebSocket Protocol
v [[] FTP Server
4 [W] Manag, Tools (10f 7 Hled)
| lIS Management Conscle (Installed)
v ] 115 6 Management Compatibility
[ N5 Management Scripts and Tools
[] Management Service
] Windows Deployment Services
] Windows Server Update Services

]}

8. On the "Features” page, ensure that the following Features are selected, then click the "Next" button to
proceed to the “"Confirmation” step:

Features

PRGN HET Fromework
[w] .NET Framewerk 3.5 [inchudes .NET 2.0 and 3.0)
[] HTTP Activatian
] MNon-HTTP Activation
4 W] MET Framewark 4.7 Features (2 of 7 installad)
| .NET Framework 4.7 (Installed)
[ ASPNET 4.7
4 W] WCF Services (1 of § installed)
] HTTP Activation
] Message Queuing (MSMQ) Activation
] Named Pipe Activation
| TCP Activation
TCP Port Sharing (Installed)
t [] Background Intelligent Transfer Service (BITS)
| Bitlocker Drive Encryption (Installed)
[ BitLocker Network Unlock
[] BranchCache
[] Client for NFS
[[] Containers
[C] Data Center Bridging
[ Diraet Play
| Enhanced Storage (Installed)
[] Failever Clustering
[] Group Policy Management
E] Host Guardian Hyper-V Support
[ O Quality of Service
[] S Hostable Web Core
[ Intemet Printing Client
[] 1P Address Management (IPAM) Server
[[] iSNS Server service
[ LPR Port Monitor
[[] Management OData lIS Extension
[ Media Foundation
¢ [] Message Queuing
[ Multipath 11O
¢ [] Muttifoint Connector
[ Network Load Balancing
[ Network Virtualization
[[] Peer Name Resolution Protocs!
[] Quality Windows Audio Video Experience

&I00

9. On the "Confirmation” page, review the information regarding what roles, role services, and features are
selected for installation. Click the “Install” button to proceed with the installation.
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Note: you may want to select the “Restart the destination server automatically if required” option to

ensure that restarting requirements are followed

Confirm installation selections

DESTINATION SERVER
ENGWINSRVZ0TS

[ Do you need to specify an attemate source path? One or more installstion selections are missing source fles on the destination server. The server will iy to get missing source files from Windows Update, or from a loc. X

Sefore You Begin To install the following roles, role senvices, or features on selected server, click Install.

[ Restart the destination server automatically if required

1o clear their check boxes.

NET Framework 3.5 Features
NET Framework 3.5 (includes NET 2.0 and 3.0)
NET Framework 47 Features.
ASP.NET47
Web Server (IS)
Wieb Server
Application Development
MET Extensibility 3.5
NET Extensibilty 4.7
ISAP! Extensions
ISAPY Filters
ASP.NET 3.5
ASPNETAT

Export configueation settings
Specify an alternate source path

Optional features (such as administration tools) might be displayed on this page because they have been selected automatically. f you do not want to install these optional features, click Previous

10. Wait for the installation is complete, then click the “Close” button.

Installation progress

View installation progress

@ Fearure instaliation

DESTINATION SERVER
ENGWINSAVZ01S

Installation succeeded on ENGWINSRV2019,

NET Framework 3.5 Features
NET Framework 3.5 fincludes NET 2.0 and 3.0}
_ NET Framework 4.7 Features
ASPNET 4.7
Web Server (IIS)
Web Server
Application Development
NET Extensibility 3.5
NET Extensibility 4.7
1SAPI Extensions
ISAP1 Filters
ASRNET 3.5
ASPNET 4.7

Export configuration settings

< Previous

I Youscan close this wizard without interrupting running tasks. View task progress or open this page again by clicking Notifications in the command bar, and then Task Detals.
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Install the Aurora WEB Server on a Microsoft WEB Server

Ensure that you have followed the preceding procedures and have configured your respective Windows OS as
a WEB server where you are installing the Aurora WEB Server application.

e Close any applications currently running on the desktop.

e Open the folder containing the Aurora Software Installation files and locate the Aurorainstallation.exe file

- select and right click to Run as Administrator.

e If you are installing the WEB Server application on a different server from where the Aurora database is
installed, specify the database server name in the Database Server Location text box and then click on

the Update Aurora Server Location.

e From the Aurora Installation screen, select the Web Server Installation button and follow the on-screen

prompts.

[P /:urora Installation - Version 1.0.9.5

KEYSCAN

AURORA)

Database Installation

Client Installation

Standard Communication Installation

Web Server Installation

Reverse Communication Installation DSC Intrusion Communication Installation

Integrations and Drivers

COMPUTER INFORMATION

Installation Documents Folder

Database Server Location

Update Aurora Server Location
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Aurora WEB Server Application Registration

You may register your Aurora WEB Server Application with dormakaba Canada Inc. either by telephone or the
Internet. The application’s serial number is on the card enclosed with Additional Modules box. Follow either of
the registration instructions as outlined.

Telephone Registration Steps
You must have the Aurora basic software installed before you can register the Aurora WEB Server license.

1. From the Aurora Client main screen, select the Settings button > Software Registration.
Ensure that you have completed the customer and dealer fields on the Customer and Dealer Details screen.

Select the Licenses tab and enter the software serial number in the WEB License AUR100—- box that is listed on
the enclosed insert.

Write down the Machine Key Serial Number.
Have the following information on hand:

e Dealer Information

e End User Information

e Serial Number

e Machine Key Serial Number

While positioned at the computer with the Keyscan Registration screen open, call dormakaba Canada Inc. -
Monday to Friday, 9:00 A.M.—5:00 P.M. (Eastern Time).

e 1.888.539.7226 (toll free Canada/USA)
e +1.905.430.7226 (elsewhere)

A dormakaba Canada Inc. representative will request the information specified above. You will be issued an
Unlock Serial Number.

Enter the Unlock Serial Number in the WEB License Unlock box on the Keyscan Registration screen.

Select the Register button. Your software is now activated. Select the Back button for the main screen.

Note: If you have to reinstall your software at a later date, you must call dormakaba Canada Inc. The original
Unlock Serial Numbers cannot be used again.

Internet Registration Steps

You may also register the AUR-WEB application on-line providing you have Internet access. You must have the
Aurora basic software installed before you can register the Aurora WEB license.

1. From the Aurora Client main screen, select the Settings button > Software Registration.

2. Ensure that you have completed the customer and dealer fields on the Customer and Dealer Details
screen.

3. With the Aurora Registration screen open, enter the software serial numbers (on the enclosed insert) in
the WEB License AUR100- box.

4. Write down the Machine Key Serial Number.

5. Have the following information on hand:
e Dealer Information
e End User Information

e Serial Number
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e Machine Key Serial Number

6. Open your Internet browser, and enter https://www.dormakaba.com/us-en/knowledge-center/software-
downloads-updates in the address bar, and then press the Enter key.

7. From the web page, select Keyscan Aurora Software Registration from the right-most menu.

8. From the Keyscan Aurora Software Registration screen, complete the dealer and end-user information,
select the Next button, and follow the on-screen prompts.

9. After you have been issued with the Unlock Serial Number return to the Aurora Licenses screen and enter
the unlock number in the WEB License Unlock box on the Keyscan Registration screen.

10. Select the Register button. Your software is now activated. Select the Back button for the main screen.

Note: If you have to reinstall your software at a later date, you must call dormakaba Canada Inc. The original
Unlock Serial Numbers cannot be used again.
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Connect a Remote Device to the Aurora WEB Server

1. Ensure that the remote device has a valid connection to the server with the Aurora WEB Server application.
2. Open the browser on the remote device.

3. Inthe browser's address bar, enter the computer name of the server with the Aurora WEB Server
application followed by a forward slash /AuroraWeb.

e Example—http://ServerName/AuroraWeb
4. Press the Enter key on the keyboard.
5. Log On to the Aurora WEB Client.
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Specifications

Computer/Server Requirements
Processor: Intel Xeon E5 — 2403, 1.80GHz, 10MB Cache with 4 cores

Memory: 16GB RAM 1333MHz

Hard Drive: 500GB 7.2K RPM SATA

Display: 1024 x 768 or higher resolution monitor

Ports: USB 2.0 Ports

Network Adaptor Card: Ethernet Port — Dual Port 1GB Network Card
Peripherals: Integrated HD Graphics Card, keyboard & mouse
Protective Device: UPS Backup (recommended)

Network Port 80

Internet Information Services (lIS) component

.NET Framework 4.0

ASP .NET 4.0 or higher depending on OS

We recommend using IIS with SSL certification

Supported Operating Systems
Windows 7 SP1—Professional, Enterprise and Ultimate

Windows 8 Professional
Windows 10 Professional
Windows Server 2008 R2 64-bit
Windows Server 2012 64-bit
Windows Server 2016 Standard
Windows Server 2019 Standard

Supported Browsers
Microsoft Internet Explorer 11

Firefox 30

Supplemental
Microsoft WEB Server should be local on the network.
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