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Enhanced Key Security 1 About this document

1.1

1.2

1.3

1.4

About this document
Validity

This document describes the product:

Product designation: Community

Version: Community 2.2.x and earlier to Community 2.4.x and later

Target audience

This document is for Community installation technicians, administrators, and site configurators who are enabling
enhanced security mode.

Purpose and objective

The purpose of this document is to provide the requirements and step-by-step instructions for enabling and configuring
enhanced security mode. This document also provides instructions for sites that chose not to enable enhanced key
security.

Additional documents
Community User Guide PK3706
Community Installation Guide PK3695
Community Release Notes PK3696

Enhanced Key Security Reference Sheet (appended to end of this document)
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2

2.1

2.2

2.3

Introduction

As a leader in the access control industry, dormakaba recognizes the continuously evolving nature of security
technology. We strive to make ongoing improvements in our products, and we strongly encourage our customers to
take advantage of the security features that our products offer.

dormakaba introduces enhanced key security for Community® Access Management Software. Now, in addition to the
security features provided by the key manufacturer, an additional layer of advanced encryption technology is applied
to data on RFID keys.

For new installations and upgrades, enhanced key security is disabled by default. Implementing enhanced key security
requires manual configuration.

@ For sites that need to delay enabling enhanced key security or sites that choose not to enable enhanced key
security, action may still be required. For important details, see Without enhanced key security.

Requirements

Review and establish the following requirements before enabling enhanced key security:

If all requirements are not met, contact dormakaba Customer Service.
USA and Canada: 1-800-999-6213 / +1514-340-9025, Email: lodgingsupport@dormakaba.com

= RFID keys—New, blank MIFARE DESFire EV2/EV3, MIFARE Ultralight C and/or MIFARE Plus keys are required.

® dormakaba RFID Encoder ll—Encoders must be part 75720. Identify the part number on the underside of the
encoder. At least one compliant encoder must be configured before enabling enhanced security mode. The
firmware for all existing part 75720 encoders must be updated to meet minimum firmware requirements before
enabling enhanced security mode. For details, refer to the Community Release Notes.

If using existing encoders that were shipped before September 2022, contact dormakaba Support to make
sure that the applet firmware on the encoder is current.

B Lock firmware—All lock profiles support enhanced security mode; however, all locks must meet minimum firmware
requirements. For details, refer to the Community Release Notes.

®  Maintenance Units—Type M-Unit Saflok HHé NFC is required and must meet the minimum firmware requirement. For
details, refer to the Community Release Notes. Maintenance Unit authentication must also be enabled, and M-Unit
login credentials must be configured.

®  New activation key—Contact dormakaba Support to obtain a new activation key. The new key is 64 characters.
® |nternet access—The Community server must have access to the internet to configure enhanced security mode.

Limitations

The following known limitations apply to enhanced security mode:

® Toggle mode is not currently supported in locks when enhanced security mode is enabled.
® Locks and elevator controllers as listed in the release notes.

Process overview
Implementing enhanced key security starts with preparation. The following figure shows the recommended process.

Enable Enhanced _ _ Corfigure Encode All Reprogram Done
Security Mode ! Invalidate all active keys Security Mode New Keys Access Points

The following sections provide an overview of each step in the process.
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2.3.1

2.3.2

2.3.3

2.3.4

2.4

Establishing requirements

Establishing requirements involves acquiring and configuring the hardware that supports advanced encryption
technology. As listed in the requirements section, only specific RFID key types are supported, all encoders must be part
75720, M-Unit Unit Saflok HH6 NFC is required, M-Unit authentication must be enabled, and M-Unit login must be
configured. Finally, all devices must meet minimum firmware requirements as listed in the product release notes.

Enabling and configuring enhanced security mode

Enhanced Security Mode is the system setting that enables and configures enhanced key security. To minimize
operational downtime, dormakaba recommends making all new keys before reprogramming locks.

After enhanced security mode is configured, Community generates a security password for the M-Unit. The password is
required when reprogramming access points.

@ After enhanced security mode is configured, the default RFID key type is MIFARE DESFire EV2/EV3. To modify key
types, go to System Settings > Advanced Settings > RFID key types.

Encoding all new keys

The first new keys to make are Failsafe keys. Updating the backup keys to units and suites prepares the site for
emergencies.

After Failsafe keys are made, make all new resident, staff and vendor keys. The following limitations apply:

® BLE keys cannot be remade until after the locks are reprogrammed.

® Certain remote lock management features will not work between the time enhanced security mode is enabled and
when the lock is reprogrammed.

Reprogramming access points

Access points are reprogrammed to accept enhanced security keys. The M-Unit security password is required to
program the access points.

Getting started

Refer to the following chapter:

Enabling enhanced key security
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3 Enable enhanced key security

The following figure shows the steps involved to enable enhanced key security.

1 Establish 2 Enable / Configure Encode All l'- Reprogram
Requirements Enhanced Security Mode Mew Keys Access Points

3.1 Establish requirements

This section lists the requirements that must be met before enabling and configuring enhanced security mode.
3.1.1  Verify RFID key types
= Verify that the RFID key types used at the site to make resident, staff/vendor and system keys are MIFARE DESFire

EV2/EV3, MIFARE Ultralight C and/or MIFARE Plus. If not, acquire the supported key types. When making a decision
about which key types to use, factor the maximum number of variable access points that can be encoded:

m  MIFARE DESFire EV2/EV3—94 (recommended)
= MIFARE Plus (4k)—542
= MIFARE Plus (1k)—94

MIFARE Ultralight C—6 (Due to the lower number of variable access points supported for MIFARE Ultralight C
keys, dormakaba does not recommend migration to MIFARE Ultralight C from other higher capacity key types.)

3.1.2  Verify RFID encoder part number

Enhanced security mode requires encoder part 75720. No other encoders are supported. At least one encoder must be
configured before enabling security mode. The part number can be found on the underside of the encoder.
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3.1.3 Update RFID encoder firmware

Firmware updates can be performed directly in Community for encoder type dormakaba RFID Encoder II.

[i] Before performing the following steps, obtain the firmware file from dormakaba Support.

1. In Community, go to Device Management. (If online communication is enabled, click Encoders.)
2. Click Upload Reference Firmware.

3. Navigate to and select the firmware file (*.enc2), then click Open.
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3.1.4

3.2

4, Click OK. The firmware version populates in the Reference firmware version field. When the reference version and
current version do not match, a warning symbol ({4 ) displays adjacent to the Current firmware version field.

5. Select the encoder that requires a firmware update.
Click Update Firmware.

7. Click OK to acknowledge the update may take several minutes. Expect the LED indicators on the encoder to flash.
When the update is complete, the encoder restarts.

8. After the restart, unplug then replug the encoder.
Verify lock firmware

Verify that each lock meets minimum firmware requirements for enhanced security mode. For details, refer to the
Community Release Notes (PK3696).

Enable M-Unit authentication and create M-Unit login credentials.

M-Unit Saflok HHé NFC is required and must meet the minimum firmware version requirement. Moreover, M-Unit
authentication is required to program locks. Authentication must be enabled at System Settings > Security >
Maintenance Unit. Login credentials are configured for an operator at Staff/Vendor Management > Operator Info>
Maintenance Unit Login.

Obtain activation key

The process of configuring enhanced security mode requires a new activation key. dormakaba Support provides the
64-character key upon request.

The key is required to configure enhanced security mode.

+ Enhanced Security Mode

bla Enhanced Security Moda =

After enhanced security mode is configured, the new activation key replaces the previous activation key.
Verify internet access

The Community server must have access to the internet before enabling enhanced security mode.

Enable / configure enhanced security mode

n Enhanced security mode cannot be disabled after clicking Configure in step 4.

Perform the following steps:

1. Go to System Settings > Security > Enhanced Security Mode. and change the Enhanced Security Mode switch to YES.
Click YES to proceed.

2. ForlInvalidate all active keys, select YES.

Specify the 64-character activation key provided by dormakaba Support.

4. Click Configure, then click YES to proceed.

= Community configures the site. The Maintenance Unit Security Password setting appears. Click & to view the
password. The password is required when using the M-Unit to program access points. If the password setting does
not display, verify that a compliant encoder is configured.
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3.3

3.3.1

3.3.2

3.4

* Enhanced Security Mode

Enable Enhanced Security Mode E:I

Maintenance Unit security passwaord

...... &

3 Enable enhanced key security

After enhanced security mode is configured, the default RFID key type is MIFARE DESFire EV2/EV3. To deselect
either key type, go to System Settings > Advanced Settings > RFID key types.

Encode all new keys
Make keys before reprogramming locks.

Encode Failsafe keys

Failsafe Keys are backups of individual unit keys that are made in advance and maintained in complete sets to be
issued in the event of a system or power failure. The recommendation is to create three sets of two keys for each unit
and suite door. Using a Failsafe Key invalidates previous resident key access to units, suite common doors and suite
units.

To make Failsafe keys:

Go to System Settings > Failsafe Keys.
2. Specify the default number of Failsafe Keys to create for each access point. Default: 3.

3. Specify the number of days Failsafe Keys remain valid. After first use, the Failsafe Keys expire after the specified
number of days. Default: 1.

4. Select the time after which Failsafe Keys are invalid on the final day of the stay. Default: 11am.
5. Click (Save) k.
Encode resident, staff, and vendor keys

Make all new keys for active residents, staff, and vendors.

n BLE keys cannot be remade until after the locks are reprogrammed.

Certain remote lock management features will not work between the time enhanced security mode is enabled
and when the lock is reprogrammed.

Reprogram access points

Reprogram access points to accept only enhanced security keys.

Go to Programming & Auditing > Programming.
2. Select all access points that require synchronization. Select the access points that you want to synchronize with

Community configuration data. You can select access points from different buildings and filter the list to show only
access points that require synchronization. The selected access points display in the Summary section organized by

building and floor.
3. For Lock out current resident on programming, select NO.
Connect the M-Unit to the workstation.

5. In Community, click Transfer. Messages on the workstation and M-Unit display that the transfer is in progress. Wait

05/2025 Community
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6.

10.

11.

12.
13.

14.

until the message on the workstation indicates transfer is complete and that you can unplug the M-Unit. Click OK
Disconnect the M-Unit from the workstation. The remaining steps are on the M-Unit.

Specify the security password. (In some cases, the M-Unit displays a message prior to the password prompt
indicating that the unit is not personalized; simply select OK.)

Specify the M-Unit login credentials.
On the M-Unit menu, select LOCKS.

Use the UP / DOWN arrow keys to highlight 1- Program, then press ENTER. The access point names display in groups
of five.

Select the access point name for the lock, then press ENTER. Use the PREV, NEXT and SEARCH options to navigate
and refine the list of names.

Select the type of probe that you are using to connect the M-Unit to the lock.

When prompted, insert the probe into the lock. Programming starts immediately. If the lock has already been
programmed, the M-Unit issues a message requesting confirmation to overwrite the existing programming.
When prompted that programming is complete, click OK.

= Locks accept only enhanced security keys.

3.5 Make BLE keys

Make all new BLE keys for active residents, staff, and vendors.

3.6 Process complete

All steps for enabling enhanced key security are complete. Proceed to make new keys.

@ When remote lock management (online communication) is enabled, dormakaba recommends to test online

05/2025
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4

41

411

Without enhanced key security

dormakaba strongly recommends taking advantage of the enhanced key security feature introduced with Community
2.4. However, for sites that choose not to enable enhanced security, the following options are available:

B Standard Key Security is recommended for sites that do not enable enhanced security mode. In Community,
standard key security is implemented by using the MIFARE DESFire EV2/EV3 (recommended) and/or MIFARE
Ultralight C key types exclusively. The security features provided by the manufacturer offer greater security than
the legacy option.

® | egacy Key Security is an acceptable temporary choice. In Community, legacy key security is implemented by using
the MIFARE Plus and/or MIFARE Classic key types exclusively. Do not use Legacy key security indefinitely.

B Sites that require maximum flexibility may use both standard and legacy RFID key type security.

For sites that choose to upgrade the RFID key type for increased security, use the following process:
1 Establish 2 Proceed to 3 Configure 4 Reprogram 5 Encode
Requirements Upgrade RFID Key Types Access Points Failsafe Keys

Establish requirements
This section applies to sites that plan to upgrade the RFID key type for increased security.
RFID key types

®  Acquire the keys for the RFID key types to be configured after upgrade.

The key types selected in System Settings determine the type of keys that locks accept. For example, when MIFARE
Ultralight C is the only selected key type in System Settings, locks are programmed to accept only MIFARE Ultralight C
keys. The exception is when MIFARE Classic is selected in System Settings. Due to the legacy security level of MIFARE
Classic, locks are programmed to accept all supported key types.

The following table lists RFID key type options in Community2.4.

Enhanced Key Security Standard Key Security Legacy Key Security

MIFARE DESFire EV2/EV3 MIFARE DESFire EV2/EV3 MIFARE Plus
(recommended, available after
fresh install/upgrade)
MIFARE Plus MIFARE Ultralight C MIFARE Classic (available after
upgrade if previously selected

before upgrade; not available for
fresh installs)

MIFARE Ultralight C

When making a decision about which key types to use, factor the maximum number of variable access points that can
be encoded:

= MIFARE DESFire EV2/EV3—94 (recommended)
®  MIFARE Plus (4k)—542
= MIFARE Plus (1k)—94

®  MIFARE Ultralight C—6, Due to the lower number of variable access points supported for MIFARE Ultralight C keys,
dormakaba does not recommend migration to MIFARE Ultralight C from other higher capacity key types.

(conditional) Verify RFID encoder part number

® |f using the DESFire EV2/EV3 key type, verify or acquire the dormakaba RFID encoder Il (part 75720).

05/2025 Community 12



Enhanced Key Security 4 Without enhanced key security

The DESFire EV2/EV3 RFID key type requires encoder part 75720. No other encoders are supported for this key type. The
part number can be found on the underside of the encoder.
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4.1.3 (conditional) Update RFID encoder firmware

® |f using the DESFire EV2/EV3 key type, acquire the firmware update file for the required encoder (part 75720), then
update the encoder firmware.

The encoder (part 75720) requires a firmware update before encoding DESFire EV2/EV3 keys. Firmware updates can be
performed directly in Community for encoder type dormakaba RFID Encoder II.

[i] Before performing the following steps, obtain the firmware file from dormakaba Support.

In Community, go to Device Management. (If online communication is enabled, click Encoders.)
Click Upload Reference Firmware.
Navigate to and select the firmware file (*.enc?2), then click Open.

Click OK. The firmware version populates in the Reference firmware version field. When the reference version and
current version do not match, a warning symbol ({4 ) displays adjacent to the Current firmware version field.

N

Select the encoder that requires a firmware update.
Click Update Firmware.

7. Click OK to acknowledge the update may take several minutes. Expect the LED indicators on the encoder to flash.
When the update is complete, the encoder restarts.

8. After the restart, unplug then replug the encoder.

o o

4.2 Upgrade software

Proceed to upgrade to Community 2.4. dormakaba recommends to read the product release notes before upgrading.

4.3 Configure RFID key types

Configure RFID key type settings.
1. Goto System Settings > Advanced Settings > RFID key types.
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~ RFID key types

Enhanced Key Security Standard Key Security
MIFARE DESFire EV2/EV3 + MIFARE DESFire EV2/EV3

MIFARE Plus + MIFARE Ultralight C

MIFARE Ultralight C
Legacy Key Securi ity

+ MIFARE Plus

+ MIFARE Classic

Displays only if selected prior to upgrade

2. Select the desired RFID key type.
3. Click (Save) .

@ The MIFARE DESFire EV2/EV3 key type cannot be deselected.

4.4 Reprogram access points

Reprogram access points to accept only those key types selected.

Go to Programming & Auditing > Programming.

2. Select all access points that require synchronization. Select the access points that you want to synchronize with
Community configuration data. You can select access points from different buildings and filter the list to show only
access points that require synchronization. The selected access points display in the Summary section organized by
building and floor.

3. For Lock out current resident on programming, select NO.
Connect the M-Unit to the workstation.

In Community, click Transfer. Messages on the workstation and M-Unit display that the transfer is in progress. Wait
until the message on the workstation indicates transfer is complete and that you can unplug the M-Unit. Click OK.

Disconnect the M-Unit from the workstation. The remaining steps are on the M-Unit.
If M-Unit authentication is enabled, specify the M-Unit login credentials.
On the M-Unit menu, select LOCKS.

Use the UP / DOWN arrow keys to highlight 1- Program, then press ENTER. The access point names display in groups
of five.

10. Select the access point name for the lock, then press ENTER. Use the PREV, NEXT and SEARCH options to navigate
and refine the list of names.

11. Select the type of probe that you are using to connect the M-Unit to the lock.
12. When prompted, insert the probe into the lock. Programming starts immediately. If the lock has already been
programmed, the M-Unit issues a message requesting confirmation to overwrite the existing programming.
13. When prompted that programming is complete, click OK.
= Locks accept only the selected key types.

o &

0 ® N o

4.5 Encode Failsafe keys

This section is a prerequisite for sites that use MIFARE Classic keys and sites that want to upgrade the key type from
MIFARE Plus to MIFARE DESFire EV2/EV3 and/or MIFARE Ultralight C.

Failsafe Keys are backups of individual unit keys that are made in advance and maintained in complete sets to be
issued in the event of a system or power failure. The recommendation is to create three sets of two keys for each unit
and suite door. Using a Failsafe Key invalidates previous resident key access to units, suite common doors and suite
units.

To make Failsafe keys:
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Go to System Settings > Failsafe Keys.
2. Specify the default number of Failsafe Keys to create for each access point. Default: 3.

3. Specify the number of days Failsafe Keys remain valid. After first use, the Failsafe Keys expire after the specified
number of days. Default: 1.

4. Select the time after which Failsafe Keys are invalid on the final day of the stay. Default: 11am.
5. Click (Save) .ﬂ
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5 Change summary

This chapter lists changes related to enabling enhanced key security.

5.1 RFID keys

MIFARE Classic keys are not supported with fresh installs or when enhanced key security is enabled.
Keys encoded before enabling enhanced key security cannot be reused.

The default RFID key type after enhanced security mode is enabled is MIFARE DESFire EV2/EV3 (Enhanced Key
Security).

After enabling enhanced security mode, high-security keys are site-specific. Keys encoded at one site cannot be
read or reused at a different site.

Keys encoded after enabling enhanced key security cannot be erased; however, they can be reused at the same
property to encode a different credential.

5.2 Encoders

Encoders must be part 75720 for enhanced key security.

At least one encoder (75720) must be configured before enabling enhanced security mode. After enhanced security
mode is configured, Community automatically reconfigures all compliant encoders to work in security mode. The
encoder type changes to dormakaba RFID Encoder II.

The firmware for existing 75720 encoders must be updated before enabling enhanced security mode.

5.3 Maintenance Units

05/2025

M-Unit Saflok HHé6 NFC is required for enhanced key security.

The M-Unit security password is required to program access points. The password displays at System Settings >
Security > Enhanced Key Secuirity.

When Enhanced Security Mode is enabled, the M-Unit is site-specific. Using the M-Unit at a different site requires a
factory reset.
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6 Troubleshooting

This chapter provides basic troubleshooting topics for enhanced key security.

6.1 Basic troubleshooting actions

Start troubleshooting an issue with basic actions.

05/2025

Basic troubleshooting actions

!

6 Troubleshooting

Raguirements

Referr o the product release notes bo ensure all
requiremen s ane med

-
Do the affected
components mest a
requirements?

L l o
i ™y
s the davics in use
powersd up?

L. l A
i Ty

Are cables (physical
connections) securely
attached?

!

Is required network or
nternet connectivity
established?

!

-

.

Do you have permissions
to perform the operation?

Information

o

!

P

b

)

Did you try restarting the

Client or Senver?

Check assigned Operalor role.
Chedk M-Unit login.

Chedk if SIMAT User.

-
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6 Troubleshooting

6.2 Enhanced Security Mode not visible in System Settings

Use the following workflow to troubleshoot the issue.

Enhanced Security Mode not visible in System Settings

!

Is the product wersion Upgrade to a wersion that

Insiructions

1In the browser where the product displays, open F12
hest moneen.

2 Pres= and hold browser Refresh bution.

at leasi Ambiancs 2.10 M includes Emhanced
or Community 2.37 Security Mode.
‘r’ES
Empty browser cache
and hard reload.
Proceed to enable

3 Select Emply cache and hard reload.

| Dioes the izsue persist? }—N

Enhancad Security Mode.

| e
YES

¥

Raguirements

Only Adminisirator and Sile Configurabor roles (or
ousion roes based on the preceeding) bave access o

Does the Operator role

. Log im using an Operator .

. account that has
haEu'e P'Erngsslj::naiur M B
ystem Settings? Settings.

Sysiem Seftings.

YES

¥

Contact dormakaba Engineering.

05/2025
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Enhanced Key Security 6 Troubleshooting

6.3 Activation key is invalid

Use the following workflow to troubleshoot the issue.

Activation key is invalid.

Did you obtain a G4- Coniact dormmnakaba
character activation key M Support to obtain an
from dormakaba Support? activation key

YES

L

Did you specify the | Goto System Settings/Advanced |
sctivation key in System Settings/Enable Enhanced Security
Settings/Advanced e hode, enable Enhanced Security

etting=/Enable Enhancad Mode and specify the activation key
Security Mode? provided by Support.

YES

¥

Contact dormakaba Enginesring.

05/2025 Community
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6.4 Nothing happens when clicking Configure in Enhanced Security Mode

Use the following workflow to troubleshoot the issue.

6 Troubleshooting

Mothing happens after clicking Configure in Enhanced Security Mode

!

Did you specify the 84-
character activation kay
obtained from dormakaba
Support?

YES

v

Specify the §4-character
activatin key. Contact
dormakaba Support to

obtain the key.

T

Aiguire and configure af
least one compliant
encoder (part 75720}

Iz at l2ast one required
encoder configured?

T

YES

v

Establish access to the
internet.

Cloes the server have
access to the intermet?

YES

¥

Contact dormakaba Engineering.

T

05/2025
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6 Troubleshooting

6.5 Encoder not detected/online after configuring Enhanced Security Mode

Use the following workflow to troubleshoot the issue.

Encoder not detected (or online) after configuring Enhanced Security Mode

Instructions

The part number displays on the underside of the
encoder.

Instructions

Go to Device Manager / Human Interface Devices, and
identify the entry for the encoder.

Right-click the relevant HD compliant device entry and
select Disable device. Restart the server or workstation

In Device Management, configure the encoder again.
The type shows: dormakaba RFI Encoder Il

05/2025

Acquire and configure
required encoder
NO—» dormakaba RFID Encoder

Is the encoder part
757207

Il (part 75720).
YES
A
Delete and reconfigure the
Is the encoder type encoder. The type should ) . _
dormakaba Encoder 12 | YES™®|  be dormakaba RFID | Does the issue persist? NO'—P[ Proceed to encode keys.
Encoder II.
Disable and re-enable YES

encoder in Device
Manager.

!

Does the issue persist? —NO——)[ Proceed to encode keys.

YES Unplug and replug the . IR
* ,—USB USB cable. —» Does the issue persist? NO—)[ Proceed to encode keys.
What is the connection |
type? YES
|_ Ping encoder.
TCR/IP Eliminate network issues.

Contact dormakaba Engineering.
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6.6 Encoder type shows Unsupported configuration

Use the following workflow to troubleshoot the issue.

Encoder type shows Unsupported configuration

Delete the encoder. This |
encoder type is not
supported when
Enhanced Security Mode
is enabled.
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6 Troubleshooting

6.7 Cannot encode keys after enabling Enhanced Security Mode

Use the following workflow to troubleshoot the issue.

Cannot encode keys after enabling Enhanced Securty Mode

|

Is the encoder type If part 75720, del_ete
dormakaba RFID Encoder|—NO—y, éncoder and reconfigure.
> Otherwise, acquire and
: configure encoder 75720.

YES

Is the encoder online? | —NO What s the connection
type?

Requirements

Is the RFID key type

L No_ﬂ Establish requirements

The key type must be enabled in System
Settings/Advanced Settings/RFID key types.

The lock is programmed to only accept the key types
selected in System Settings

05/2025

supported?
Only MIFARE DESFire EV2/EV3, MIFARE Plus, and |
MIFARE Ultralight C key types are supported with YES
Enhanced Securitv Mode.

Contact dormakaba Engineering.

,_No—p{ Proceed to encode keys.

—
Unplug and replug the . . See topic Encoder not
? L
USB USB cable. Does the issue persist? YES: detected (or online)
— J

L
TCPIP Ping encoder.
Eliminate network issues.

Community
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Enhanced Key Security

6.8 Cannot transfer data to M-Unit

Use the following workflow to troubleshoot the issue.

S .

Is the M-Unit connected
to the workstation (or
Server) via USB?
YES

~

Requirements

Type M-Unit SAFLOK HH6 NFC. See underside
of M-Unit for programmer type.

Minimum firmware version (see product release notes)

Does the M-Unit meet
requirements for
Enhanced Security Mode?
| —

YES

—Y

Is Enhanced Security
Mode enabled?

YES

v

Instructions

Enhanced Security Mode

Go to System Settings / Advanced Settings / Enable

05/2025

~
Does the Maintenance
Unit security password
setting display in System
Settings?

;'—/

YES

—y

Is the Operator working on
a workstation?

SR

NO

v

Contact dormakaba Engineering.

Cannot transfer data to M-Unit

—NO—> Enhanced Security Mode?

—NO

Establish a USB
connection.
Establish requirements.

Do you want to enable

R

Enhanced Security Mode |—yEg
is not enabled/configured.

Is the Client installed on
the workstation?

—NG:

YES

A

Establish requirements.
See product release notes
and/or Enhanced Key
Security for Upgrades
(Ambiance PK3777,
Community PK3776).

6 Troubleshooting

Download and install the
Client.

YES

Does the problem persist? —NO

Instructions

Go to Programming & Auditing and select the option to

download the client from the main toolbar.

Proceed to transfer data.

Community
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Enhanced Key Security

Instructrions
Go b Siaff Management and select
aperalar using the M-Uni.
Click the Operalor Info lab.

=]

Instructrions

6.9 Unknown or invalid M-Unit username/password

Use the following workflow to troubleshoot the issue.

LUnknown or invalid M-Unit username and password

the profile of the

Expand the M-Unit login section Io view or configure

Go o Sysiem Selings | Security | Mainienance Unit

05/2025

—

Are the Maintenance Unit

configured?

\—'—/

NO

—y

Is M-Unit autheniication

ensblad?

L—'—/

NO

R 2

Enable M-Unit
authentication, then define

login eredentials ——YES—M

On the M-Unit, specify the

usermame snd password

configured in the operator
profile.

Define M-Unit login

YES—®  credentiials in Staff

M-Unit login credentiials in

Staff Management .

\ |

Does the issue persist?

¥ES

¥

«— |

|Con‘tac:t dormakaba Engineering.

Manzgement .

6 Troubleshooting
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Enhanced Key Security 6 Troubleshooting

6.10 Cannot find M-Unit security password

Use the following workflow to troubleshoot the issue.

Cannot find M-Unit security password

L

Go to System Settings f
Advanced Settings §
Enhanced Secuirty Mode.

f—‘r—‘\ .Enhanced Security Mode ‘
I'wD—)‘

Dipes the Maintenance s not configured.

Unit security password
setting display?

Establish requirements
and enable security mode.

YES

—

Click the eye symbaol to
expose the password.
S |
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6 Troubleshooting

Enhanced Key Security

6.11 Lock denies access when key presented

Use the following workflow to troubleshoot the issue.

Lock denies access when key presented

Re-encode key using |
supportad key type or
=y type

=ttings, reprogram locks,

then re-encode key. |

»

NO

nstretions Is the card expired?

res+| Encode 3 new key.

NC—p Selved ]

ES*| Re-encade the key. }—) Does the issue persisi?
+—YES— Contact dormakaba Enginesring.

s the key type selected in
System Settings/

Advanced Settings/

RFID kay types?

etermine expiration date

in the LN, rea

=

NO

Y ES—|

\ere locks reprogrammed
after upgrading to
Ambiance 210
Community 2.37

Is Enhancad Security
- M

Mode enable:

Was the key made after
upgrade?

YES

Canfigure key type setiings.
reprogram locks, then
re-encode key using
supported key type.

\Were locks reprogrammed
after enabling security
mode?

Re-encode key using
supported key type or

s the key type selected in
Systam Sattings/

Advanced Setfingsi
RFID key types?

key type
saftings, reprogram locks.
then re-encode key.

—NC— Solved |

rES—>| Re-ancode the key. '—b Does the issue persist?
S — +—ES-Contsct dormaksba Enginesring
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Enhanced Key Security Reference Sheet

Welcome

dormakaba® introduces enhanced key security for Community® Access Management Software. Now, in addition to the security features provided by the key manufacturer, an additional
layer of advanced encryption technology is applied to data on RFID keys. For new installations and upgrades, enhanced key security is disabled by default. Implementing enhanced key
security requires manual configuration.

IMPORTANT: Enhanced security mode cannot be disabled once configured.

Requirements

RFID keys. New, blank MIFARE DESFire® EV2/EV3, MIFARE Ultralight C® and/or MIFARE Plus® keys are required.

Encoders. 1) Encoders must be dormakaba RFID Encoder Il (part 75720). Identify the part number on the underside of the encoder. 2) At least one compliant encoder must be
configured before enabling enhanced security mode. 3) The firmware on all existing 75720 encoders must be updated before enabling enhanced security mode. (If using existing
encoders that were shipped before September 2022, contact dormakaba Support to make sure that the applet firmware on the encoder is current.)

Lock firmware. All lock profiles support enhanced security mode; however, all locks must meet minimum firmware requirements.
For details, refer to the Community Release Notes (PK3696).

Maintenance Units. M-Unit Saflok HH6 NFC is required. M-Unit authentication must be enabled, and M-Unit login must be configured.
New activation key. Contact dormakaba Support to obtain a new activation key. The new key is 64 characters.

Internet access. The server must have access to the internet to configure enhanced security mode.

Process Chonge Summory

1. Establish requirements. RFID Keys

2. Go to System Settings > Security > Enhanced Security Mode.
a. Change the Enhanced Security Mode switch to YES.
b. For Invalidate Active Keys, click YES.
c. Specify the é4-character activation key.
d. Click Configure. M-Unit security password is generated.

3. Go to System Keys and encode Failsafe keys.

4. Go to Staff/Vendor Management and make all new RFID keys for
active staff and vendors.

5. Go to Resident Management and make all new RFID keys for active Encoders
residents.

6. Reprogram access points. Use the M-Unit security password. After
reprogramming, locks accept high-security keys.

7. Go to Staff/Vendor Management and Resident Management and
make all new BLE keys for active staff, vendors, and residents, Maintenance Units
respectively.

e  MIFARE Classic keys are not supported with fresh installations or enhanced security mode.

e Keys encoded before enabling enhanced security mode cannot be reused.

e  The default RFID key type after enhanced security mode is enabled is MIFARE DESFire EV2/EV3.

e  After enabling enhanced security mode, high-security keys are site-specific. Keys encoded at one site
cannot be read or reused at a different site.

e Keys encoded after enabling enhanced key security cannot be erased; however, they can be reused at
the same property to encode a different credential.

e  Encoders must be part 75720. At least one encoder (75720) must be configured before enabling
enhanced security mode.
e The firmware on all existing 75720 encoders must be updated before enabling enhanced security mode.

e M-Unit Saflok HH6 NFC is required with minimum firmware version.
e  The M-Unit security password is required to program access points. The password displays at System

Ready to resume regular business operations with high-security keys Settings > Security > Enhanced Security Mode.

for residents and staff/vendors
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